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Abstract— This paper presents an optimized FPGA-based TDC 

architecture for improving side-channel voltage measurement 

performance. Three TDC design parameters, delay line length, 

sampling frequency, and parallelization, were experimentally 

analyzed to enhance timing precision and noise robustness. CPA 

was used to evaluate signal distinguishability and verify 

measurement sensitivity. The optimal configuration was achieved 

with a 16-bit delay line, 250 MHz sampling frequency, and 4 

parallel TDC units, offering a balanced trade-off between 

accuracy and hardware resource utilization. The proposed 

architecture demonstrates that fine-grained optimization of TDC 

parameters can significantly improve side-channel acquisition 

efficiency.  
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I.  INTRODUCTION  

Time-to-Digital Converters (TDCs) are increasingly 
utilized in Field-Programmable Gate Array (FPGA)-based 
side-channel analysis systems due to their high temporal 
resolution and digital compatibility [1, 2]. Accurate timing 
measurement of voltage fluctuations is critical in detecting 
data-dependent power variations during cryptographic 
operations such as Advanced Encryption Standard (AES) 
encryption. However, TDC design parameters significantly 
affect timing precision, noise immunity, and power efficiency. 
This paper explores the optimization of three primary design 
variables, delay line length, sampling frequency, and 
parallelization number, to maximize acquisition sensitivity 
while minimizing FPGA resource consumption. Experimental 
validation was performed using an AES-128 core implemented 
on an FPGA and a SoC for control and data handling. The 
proposed optimization provides a practical design guideline for 
improving side-channel measurement accuracy in FPGA-based 
systems and demonstrates that small architectural adjustments 
in the TDC can yield significant efficiency gains. 

II. TDC ARCHITECTURE AND DESIGN PARAMETERS 

 The proposed FPGA-based measurement system integrates 
a TDC sensor and a MicroBlaze-based SoC on the main FPGA 
(XC7K150T) of the SAKURA-X board for side-channel data 
acquisition and control, as shown in Fig. 1. The SoC 
coordinates overall system control, including plaintext–
ciphertext communication with the AES encryption core, 
configuration of the TDC, and synchronization of measurement 
cycles. The TDC continuously captures fine timing variations 
induced by voltage fluctuations during cryptographic 
operations, converting them into high-resolution digital data. 
These digitized timing samples are transmitted to the host PC 
via a UART interface, where they are aligned with the 
corresponding plaintext–ciphertext pairs. Finally, CPA is 
performed to recover a single byte of the last-round key and 
quantitatively evaluate the sensitivity and stability of each TDC 
configuration. 
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Figure 1. TDC bases side-channel analysis system 



   

A. TDC sensor 

As shown in Fig. 2, the TDC measures the time difference 
between a reference clock (clk) and a delayed version (δclk), 
which varies according to power supply voltage. Each 
CARRY4 element in the FPGA fabric functions as a fine delay 
cell, forming a cascaded delay line [3].  

B. TDC design parameters 

After validating the CPA-based measurement workflow, 
three design parameters were analyzed to optimize side-
channel analysis performance Fig. 3. 

• Delay Line Length (L): Longer delay lines extend the 
voltage sensing range, improving measurement 
sensitivity, but they also consume more logic resources 
and increase routing delay. 

• Sampling Frequency (f): High sampling frequencies 
improve temporal granularity but also increase 
dynamic power consumption. 

• Parallelization (N): Multiple TDC instances help 
average out noise and improve measurement stability, 
but excessive duplication may cause inter-TDC 
interference and degrade accuracy. 

III. EXPERIMENTAL RESULTS 

Experimental results are summarized in Fig. 4, where the 
required trace count denotes the average number of traces 
needed to recover the first byte of the last-round key over 20 
CPA runs. Measurements were conducted with a baseline of 
eight parallel TDCs, a 200 MHz sampling frequency (f), and a 
32-bit delay line (L). As L increased, the voltage sensing range 
expanded, but gains saturated beyond 16 bits. Higher f 
improved time resolution, while frequencies above 250 MHz 

yielded little benefit due to FPGA timing constraints. 
Increasing TDC parallelism (N) reduced noise up to four units 
but caused inter-TDC interference when exceeded, slightly 
degrading performance. 

IV. CONCLUSION 

This work presents an optimized FPGA-based TDC 
architecture for side-channel voltage acquisition. Experimental 
verification confirmed that increasing the delay line length (L) 
and sampling frequency (f) improves CPA efficiency, while 
moderate parallelization (N) enhances signal stability. The 
optimal configuration was achieved when the L was set to 16 
bits, the f to 250 MHz, and the N to four, providing the best 
balance between measurement accuracy and hardware resource 
utilization. Compared to the worst-case setup, performance 
improved by approximately 30%, 27%, and 50% for L, f, and N, 
respectively. 
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Figure 2. TDC voltage sensing 
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Figure 3. TDC design parameters 
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Figure 4. Experiment results for TDC optimization 

 




