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Abstract

This paper aims to mitigate side—channel attacks
by measuring leakage power. To achieve this, we
implemented a ring oscillator—based voltage sensor
within an FPGA. The circuit used to measure the
leakage power is an overclocking waster circuit,
which enables us to assess the leakage power both
under load and no—load conditions. Our approach
provides a detailed analysis of the power
consumption patterns, which can be critical for
enhancing the security of cryptographic devices
against side—channel attacks. Experimental results
demonstrate the effectiveness of our method in
detecting variations in leakage power, thereby
contributing to the development of more secure
hardware designs.
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