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Abstract

Implementing TDC (Time—to—Digital Converter)
in FPGAs
fluctuations caused by internal logic activities. TDC

sSensors allows monitoring voltage
sensors are more sensitive to small voltage changes
than RO (Ring Oscillator) sensors, making them
This study
implements a TDC sensor—based side—channel
attack circuit on an FPGA using the SAKURA—-X

board and AES—128 encryption. The effectiveness

effective for side—channel attacks.

is demonstrated by successfully extracting the
AES—128 secret key using CPA (Correlation Power
Analysis).
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II. Proposed Design
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