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Abstract

As wireless applications such as WSN(Wireless
Sensor Network), RFID (Radio—Frequency Identi—
fication), and IoT (Internet of Things) are rapidly
growing, the importance of information security and
privacy has been increasing. To improve security
and privacy given a highly constrained
circumstance, lightweight cryptography techniques
such as lightweight block ciphers have been
proposed recently. In this paper, we analyze the
algorithms of PRESENT, CLEFIA, and LEA, which
are lightweight block cipher standards, and compare
the hardware implementation results.
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Physical Metrics AES [2] PRESENT [3] CLEFIA [4] LEA [5]
Block bits 128 64 128 128
Key bits 128 80 128 128
Rounds 10 31 18 24
Clock Cycle 10 31 30 24
Equivalent Gate Count 43.5 K 24K 22.1K 8.6 K
Critical Path Delay 4.9 ns 4.5 ns 4.9 ns 4.9 ns
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